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QUESTION NO: 1
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QUESTION NO: 2
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Answer: B
Explanation:
The company should use infrastructure as code (1aC) to provision the new infrastructure in
the DR Region.
The company should create a cross-Region read replica for the DB instance. The company
should set up AWS Elastic Disaster Recovery to continuously replicate the EC2 instances to
the DR Region. The company should run the EC2 instances at the minimum capacity in the
DR Region. The company should use an Amazon Route
53 failover routing policy to automatically fail over to the DR Region in the event of a disaster.
The company should increase the desired capacity of the Auto Scaling group. This solution
will meet the requirements most cost-effectively because AWS Elastic Disaster Recovery
(AWS DRS) is a service that minimizes downtime and data loss with fast, reliable recovery of
on-premises and cloud-based applications using affordable storage, minimal compute, and
point-in-time recovery. AWS DRS enables RPOs of seconds and RTOs of minutes1.
AWS DRS continuously replicates data from the source servers to a staging area subnet in
the DR Region, where it uses low-cost storage and minimal compute resources to maintain
ongoing replication. In the event of a disaster, AWS DRS automatically converts the servers
to boot and run natively on AWS and launches recovery instances on AWS within minutes2.
By using AWS DRS, the company can save costs by removing idle recovery site resources
and paying for the full disaster recovery site only when needed. By creating a cross-Region
read replica for the DB instance, the company can have a standby copy of its primary
database in a different AWS Region3. By using infrastructure as code (laC), the company
can provision the new infrastructure in the DR Region in an automated and consistent way4.
By using an Amazon Route 53 failover routing policy, the company can route traffic to a
resource that is healthy or to another resource when the first resource becomes unavailable.
The other options are not correct because:
Using AWS Backup to create cross-Region backups for the EC2 instances and the DB
instance would not meet the RPO and RTO requirements. AWS Backup is a service that
enables you to centralize and automate data protection across AWS services. You can use
AWS Backup to back up your application data across AWS services in your account and
across accounts. However, AWS Backup does not provide continuous replication or fast
recovery; it creates backups at scheduled intervals and requires manual restoration. Creating
backups every 30 seconds would also incur high costs and network bandwidth.
Creating an Amazon API Gateway Data API service integration with Amazon Redshift would
not help with disaster recovery. The Data API is a feature that enables you to query your
Amazon Redshift cluster using HTTP requests, without needing a persistent connection or a
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SQL client. It is useful for building applications that interact with Amazon Redshift, but not for
replicating or recovering data.

Creating an AWS Data Exchange datashare by connecting AWS Data Exchange to the
Redshift cluster would not help with disaster recovery. AWS Data Exchange is a service that
makes it easy for AWS customers to exchange data in the cloud. You can use AWS Data
Exchange to subscribe to a diverse selection of third-party data products or offer your own
data products to other AWS customers. A datashare is a feature that enables you to share
live and secure access to your Amazon Redshift data across your accounts or with third
parties without copying or moving the underlying data. It is useful for sharing query results
and views with other users, but not for replicating or recovering data.

References:

https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.htmi#USER _
ReadRepl.XR

https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://aws.amazon.com/backup/
https://docs.aws.amazon.com/redshift/latest/mgmt/data-api.html
https://aws.amazon.com/data-exchange/
https://docs.aws.amazon.com/redshift/latest/dg/datashare-overview.html
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Answer: C

Explanation:

to connect out from the private subnet you need an NAT gateway and since only one Elastic

IP whitelisted on firewall its one NATGateway at time and if AZ failure happens Lambda

creates a new NATGATEWAY in a different AZ using the Same Elastic IP ,dont be tempted

to select D since application that needs to connect is on a private subnet whose outbound

connections use the NATGateway Elastic IP
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Answer: B

Explanation:

https://aws.amazon.com/aws-transfer-family/faqgs/
https://docs.aws.amazon.com/transfer/latest/userguide/what-is-aws-transfer-family.html
https://aws.amazon.com/about-aws/whats-new/2018/11/aws-transfer-for-sftp-fully-managed-
sftp-for-s3/?nc1=h_
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Answer: B

Explanation:
https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/NAT-gateway-
centralized-egress-ra.pdf?d
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QUESTION NO: 7
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Answer: B

Explanation:

AWS Cost Anomaly Detection is a feature of the AWS Cost Management suite that leverages
machine learning to enable continuous monitoring of your AWS costs and usage, allowing
you to identify unexpected and abnormal spending1. You can create cost monitors that
evaluate specific AWS services, member accounts, cost allocation tags, or cost categories
based on your AWS account structure2. You can also configure alert subscriptions that notify
you when a cost monitor detects an anomaly that meets your threshold?2. In this case, you
can create a cost monitor with a monitor type of AWS Service and apply a filter of Amazon
EC2 to track the EC2 usage as a metric. You can then configure an alert subscription to
notify the architecture team if the usage is 10% more than the average usage for the last 30
days, which is the anomaly detection period used by AWS Cost Anomaly Detection3.
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B. OIAE] HAE £ E9| HE A2 AFE5H04 OFAE A™Ho|AM =22 28 Compute Savings
Plan2 < OH&fLCt.

C. x|t 6712 S¢oto| dio|E{of| 2t EC2 A8 0| =2 ZF M 7ol CHaH od|f QIAEAE
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Answer: B
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Auto Scaling 1 E0| CHY 22 st= MEUO| U&LICH VPCE 2Z 8|04 Fo] 2 E[oq
Ao diAg SHE £ Q& LICH Auto Scaling 2& 2| Z|CH I 7|= MH|A QI QIAEA
207HLICt VPC IPv4 4 X|H2 ChS3t 2 &L

VPCCIDR 10 0 0 0/23

AZ1 MEY CIDR: 10 0 0 0724

Az2 MEY CIDR: 10.0.1 0724

HIE O1% T XIAoIA A W) AZE AR E 4 Q7| EIieLICh 224 MAxte 27}
Pva 4 37t £7t5HX| &b MHIA 7HS S| Alzh gio] M AZE #=H5t24D Lok,
ofH &2 0| 0l2{3t 7 AFEE SZELIN?

A. AZ2 MELLUBH ALSSHE S Auto Scaling 18 UCI0IE OF T4 Z7Ho| Mt AMS 5104
AZ1 MEHE MHstn ChAl 49 M AZI HES T AL83HES Auto Scaling 1& =8
CIAEATL HeolH =H AZ1 MEUIEH AL 5t 5 Auto Scaling & /M AZ2 HEY
M7 212§ AZ1 MU T4 B7to| £BHRE ALZ 50 A AZ2 HEE MadehLict 242
AZ2 MEY! T4 S7Ho| HEHE AE5H04 Mf AZ3 MEHIE 48t OtE HOIo|EFLICEH Al
el M MELHIE 25 CHY 22 5= Auto Scaling 8.

B. AZ1 MEUYI0|M EC2 QIAEIAE ZSZ2ELICE FA 7 28 AIE5t0d AZ1 MEYIE
A5t ChA| ddgtLict o]l M MERE A5t TS Auto Scaling &S UC|O|EgLICH
& i Azofl i3l o|E BH=EhLCt.

AZ30 M M HEHE Holeh CHZ Ml 7Hel M MELIE 25 CHY 2 2 X|HEHEH =S Auto
Scaling 1 &2 YO|O|EFLCt.

C. SYUsHIPv4 T4 BZHS AHE 50 A VPCE MAI5tT 2k AZDbCH SHLHY 37H0) A=
MolgtLct M VPCel M MEHIS CHY S 2 5t 5 7|& Auto Scaling I8 2

Aolo|E gLt

D. AZ2 MEUITE AF2 3= 2 Auto Scaling 2E & UO|O|EELIC O F=A 378
SKIHES AZ1 MEHE LOo|EFLICH AZ1 MEH T CHA] AH& ST 5 Auto Scaling
JEE ZHEELICH QAHAT HA0|H AZ1 MEHIEH ALZ St T 5 Auto Seating 1ES
ZHELICH 274 AZ2 MESIE AO|o|Estn #Ef AZ1 MESIHM FA S2te| LIHXK]
Hets g ELIch §el AZ2 MES! FA J7Ho| MiEtg AHE5Ho] M AZ3 MELIS st
Ct= M 7Hel M MEUE 25 CHA S 2 X|™HSIE S Auto Scaling 2§ YOOI E& LLCE.
Answer: A

Explanation:

https://repost.aws/knowledge-center/vpc-ip-address-range

QUESTION NO: 10
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& |AL7F AWSO A SaaS(Software as a Service) £2F M2 S ARIELICH £ Mol=
HTTPS A= X QIEE X|S35t= Amazon API Gateway API7} Q& LICH APIE AFES I3
AWS Lambda & & AI & LIC} Lambda & & Amazon Aurora Serverless VI
clo|E{Ho|A0f CO|E{E R{&FghLCt.

0| Z|Ab= AWS Serverless Application Model(AWS SAM)E AL&35l0{ £FME
HHEZFELICE O £F M2 04 7+8 G0l 2™ & & EIH M8 =7 (DR) A= 0|
£FM o7 |HEE OHE AWS B0 £F M2 578 = = DR MEF2 MH|5Hok
grLCt o] £F Mol R TOE 58, RPOE 12 &L}

5 M dAKE OlHE 2F M2 SFat7| 2l FUE siok & Lt?
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A. CHAF 2|01l Aurora Serverless VI CI|O|E{H[0|A Q] 17| Mg EXNES MAEHLICH AWS
SAME AF23l04 Runbook2 AA15t04 CHA ST £F M HEZ EHLICH RHSH 2h A A 21|

M8 EXMES 7|8 SMESE 5AFLICH
B. Aurora Serverless VI C|O|E{H|O|AE A A BT} CHA 2™l AX & & E|= E& Aurora
MySQL 2 2'H H|O|E{H|0|A 2 BHHZEEILICH AWS SAME A 35104 RunbookE 4 445}04
CH& 2™ &F M2 b Z & Lct.

C. CH& 2[xoi 042 2tO|E] QIAEAT} Q= Aurora Serverless VI DB EHAEE
ML

CHAN X[l &2 M AIEEILICH M-85 FHUM EHSSIEE F K
Tdghct.

I
MR
i
%z
fjo

= |
MySQL 22 Hlo|E{H|0|AZ HZABLICH CHA x|oll M 22 MS AlRFeLICH 8445
FHoIM HBES £ XY SRME THEUCL
Answer: D
Explanation: This option allows the solutions architect to use Aurora global database to
replicate data across multiple AWS Regions with low latency and high availability1. By
launching the solution in the target Region, the solutions architect can ensure that the API
Gateway, Lambda functions, and other resources are ready to serve traffic in case of a
disaster in the source Region. By configuring the two Regional solutions to work in an active-
passive configuration, the solutions architect can minimize costs and avoid data conflicts by
having only one primary Region that accepts write operations and one secondary Region that
serves as a standby2. The RTO and RPO requirements can be met by using Aurora global
database, which supports sub-second failover times and near real-time replication1.
References:
Working with Amazon Aurora global database
Active-passive failover

QUESTION NO: 11

&t 3|ALol M AWS Organizations2| Z X2 AF25l0{ £ 70| AWS HH S &Elstn
U&LICtH £F M MAXH= OWASP(Open Web Application Security Project) 4| 1074 2
OHEZZIZ0IM F ool it 7|2 ES & MBste £FME 7HL ST JU&LICH &8 M
HARE =% Lol BiZE 2E 7|& & &7 Amazon CloudFront HiZ 0l AWS WAFE
At&st &Lt

£FM AR 712 BEE MEB5H7| Ish +3dtof st ErAlo] =g 2 FUUL?
(37HE MEHSHAIR.)

A. 2 HHollA AWS ConfigZ & AI8HetL|Ct.
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B. 2 & HH0ol|M Amazon GuardDutyS &3} gfL|Ct.

C. ZXo| 2E 7|sE gdstefLict

D. AWS Firewall Manager& At&3t04 2 & CloudFront HiZ 2| 2 & 7|70l AWS WAF
=g WEELC

E. AWS Shield Advanced& At&3t0{ &2 & CloudFront HHZ 2| 2 & H™H0| AWS WAF #&I2
HH 2 gf L|Ct

F. AWS Security HubE AF23104 2 E CloudFront HHEZ 2| 2 E A0l AWS WAF #2l2
HHEZ & LICt

Answer: CD E

Explanation:

Enabling all features for the organization will enable using AWS Firewall Manager to centrally
configure and manage firewall rules across multiple AWS accounts1. Using AWS Firewall
Manager to deploy AWS WAF rules in all accounts for all CloudFront distributions will enable
providing baseline protection for the OWASP top 10 web application vulnerabilities2. AWS
Firewall Manager supports AWS WAF rules that can help protect against common web
exploits such as SQL injection and cross-site scripting3. Configuring redirection of HTTP

requests to HTTPS requests in CloudFront will enable encrypting the data in transit using
SSL/TLS.

QUESTION NO: 12

3| Atoll= AWS Organizationsoil B2 AWS 74I’“0I A= Z% 0
3|AL7F ZE0| AWS AHol CHEt 38 2ot O§ #&lg #alst
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520{ 35 IPCIDR Q| MEE 7}X|1 QAQLIEP

Zt AlM LHo| 7k RbE 2o T 0l M IP CIDR Q1€ F71e 22lo| Qi&Lict 2ot Elofs
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AF oA Bt

A&LICH £F M8 HARI=
= g g T MElofF ghLCt.
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|40 S%ﬁ QHSIER O|E{Et LT ALY S SFstes £ M2 FUULIMN?
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=AE QlBdo Z Hiol A|&Mo| EHOFOE
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S50 F7I3T =S Lambda g+E FHE L
HHEZ S5t =& 2 oF Elof| X[AlZLCt

B. =X LHo| ZF AWS H Ko M2 T2 EFEI S AP SE2 otsLch 2 & LS CIDR
HRAZ 2 AHO MFA S5 S AMSLICH 2o 2F 0| AHWAM MZ2 12 ZEI- HFA
SE IDE 8B5S ZF AWS HHO Z.:-.‘-’.—KFO{IHI oF2IL|C Zt AWS HIHE AR K}
UOO|EE SRS 2ot Bl X|AIELICEH

C. 20t EIo] AWS H Mol ME2 T e HFA S8 MYFLICH ZE L8 CIDR
HRIZ D B2 HFAFSES AMSLICH AWS Resource Access ManagerE At&35t04 772
el Y5 A 552 TR SRFIMUAL B OB MER T HEIE HFALSE
IDE 5183t F ZF AWS 74|7“°| °XP01I71I oF 2L},

SEfLich ZF AWS H-Holl AWS Lambda &
CH |
Ct.

D. Z%|o| Zf 74|’“01IA-I IAM gt S d-eLich 2ot 258 HOlo|EE &~ U= TErS

FoqghLct.
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ZF7I6l=2 Lambda &4+& 7 AELICE
Answer: C

Explanation:

Create a new customer-managed prefix list in the security team's AWS account. Populate the
customer-managed prefix list with all internal CIDR ranges. Share the customer-managed
prefix list with the organization by using AWS Resource Access Manager. Notify the owner of
each AWS account to allow the new customer-managed prefix list ID in their security groups.
This solution meets the requirements with the least amount of operational overhead as it
requires the security team to create and maintain a single customer-managed prefix list, and
share it with the organization using AWS Resource Access Manager. The owners of each
AWS account are then responsible for allowing the prefix list in their security groups, which
eliminates the need for the security team to manually notify each account owner when
changes are made. This solution also eliminates the need for a separate AWS Lambda
function in each account, reducing the overall complexity of the solution.

QUESTION NO: 13

8t 3|A7} AWSO{| A SaaS(Software-as-a-Service) €22 M2 &5t YU&LICH O] EALE
o421 AWS 2|™ 0t S U T2 =M H 0| AWS Lambda S &2t & 74 Amazon API Gateway
REST APIE HiZ & & LICH

Ol S[At= 1 ZH0| XY EH O APIZES & = U= 80l O HISS XIBE = QUE
ASE 714 MSeLch =20/ AE2 =Y Z|CH 3,0007H2] Z&EE NS5tH D2
Tset APl 7|2 AEEL|CH CHS 2[Mel o2 Z 2|0/ HE D2 AFST 0| 7t B2
AlZt St o2 API HIMEO0IAM 429712 HF EI2 @FE 2F 52 ¢yctn 2o shL|ct.
23+&= Lambda &7t EEE|X| §EUS2 LIEFHLICEH

Olg{st T H EAIZlE 27 HAIXK|S| Mol FodUL|N?

A. Lambda Bf 7t SAlE MEhol| =E =& LICH

B. Lambda= SAldoi| chet 21 AMEt 7Is& &L

C. 3|M7FAPI HO|ES0| A™EHe 2T £ & eto ZER&LICH

D. Z|lAt= = E£0 CHet API HIO|ES|0] 7|2 HIMEH MEto| EE M &LICt
Answer: C

Explanation:
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-
throttling.html#apig-reques

QUESTION NO: 14
3|AlE 1724 7{2l ol|o|E{H|0|A S 2= g|o|A oA AWSE O0to|1|o|MsHok & L|Ct.
ClO|E{H|O|A & Linux AMEHOIAM A E|E= Oracle DB QIAEIAN| AFELICH 22 20Ot
LT MEol et Z A= ofA CIO|EH|O|A HIYHES & WA|sHoF & LICEH

ZAFO 2Y QHIIER 0|28l LT A2 §Fste £FMH2 FUJULIM?

A. AWS Schema Conversion Tool(AWS SCT)2 At&3t04 O|O|E{H|O|AE Amazon
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B. Ol O|E{H| 0| A& Oracle® Amazon RDSZ 0t0|22{|0|M & LICt. AWS Secrets ManagerOf
HZHEE MEELICH AtS 3|2 ZLICH 7t =8t ™88 FHELCH

C. CllO|E{H|0| A E Amazon EC2 QIAEIA 2 00|21 0| LICE AWS Systems Manager

Parameter StoreE AF&5t0{ ¢47t 2™Hof [h2t AWS Lambda & +E& At8350 914 BAIYES

SXlstn mAEL|CH

D. AWS Schema Conversion Tool(AWS SCT)& AF& 35104 H|O|E{H|O|A E Amazon

Neptune2 £ 00|20 & L|Ct.

7t A5 WHE ?[sH AWS Lambda & & =& 5t= Amazon CloudWatch ZE &

M ELIC.

Answer: B

QUESTION NO: 15
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C. ZZ|0{ A Amazon Inspectorg& At&35t0{ E{27} 2 &l 2|AAE R &LICH
D. Z2HME et 2l AR ec2:RuninstancesOl| CHEH HE 2t S AE5Hod 2 A Hof|

IAM MRS AMASHL|C}.
E. Z%]0i| M +2HE Project Eil17} Rl= EC2 QIARA =5

mlo

£& AWS Config =&I7IE

F. AWS Security HubE At&735t04 2l Project Ef17} Q= EC2 QIAERHA SF/E
ALk

Answer: AB E

Explanation:
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-
deployment.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_ex
amples_tagging.html

QUESTION NO: 16

Z|A7F AWS 22 E0M o E 2|7 0| E Al-™dstT UELICH A HIZL|IA 2Z|2 Auto
Scaling 1 & 2| Amazon EC2 QIAEA MEO|AM ASELICH ALB(Application Load
Balancer)= EC2 QIAE A0 E2fEE B 4AFHELICE Amazon Route 53 B|ZE
api.example.comO| ALBE 7I2|7|1 J&LICt.

F|ALe] 7He B2 H|XL|A =28 3 H YOOl EF LT F|Atol= 3 At 0| HZ £|H
HAE 7|7t 8¢t 1Z40[10%Et MER =C2|§ &S + QUCt= 7 E0| UELICH D2
HAE 7|7t 8¢t et HTQ| HIZL|A 2Z|E ALS5HoF & LICt
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Z|AHE OlE{E @F At E SF5t7| 2lsH UCIo|EE o= A uiZ 5ok = LI7t?

A. 5 | ALBE M3l A Auto Scaling 2& 2| EC2 QIAEIA Zgtol M =22

HHEZ 2 LICH,

EC2 QIAEIAO| EBHEE 2455 ALBE 7 HRLICH 7IE | 7|8 E2IREIE MESEH
Route 53 Z|ZE& YOIO|EStT BZE7 F ALBE 7t2|7| =58 & LCt

B. ALBUIAM & ZX3t= & Hm CHe 252 YetLict ol M CHef 2 &2l EC2 QIAE AN M
=2 & BZELICH 78 CHa 2&E AFS3SHE 5 ALB 2lA&L 722 YO|O|EFLICH ALB
CHe 28 18EE F-eLch

C. Auto Scaling ZE01 CHEt A A|ZF 24 S M/ BHLICt AutoScalingRollingUpdate HE 2
AT E ARt 182 X531 MaxBatchSize SME 1022 M ErLIC} Auto Scaling
OEHM AR FEE RAELICH HE ALE S sfZgfLcH

D. ALBOIIM & = &t= F Hm| Auto Scaling 2152 AM4detLICt O] M Auto Scaling Z& 2|
EC2 QIAEIA FEol| M =2[& HiZgfLICH ALB 2t 8 ¢TI E2[&S %4 O|siE
QLE(LOR)CE HAFLICH ALB MM 1 d 2 788t

Answer: B

Explanation:

The company should create a second target group that is referenced by the ALB. The
company should deploy the new logic to EC2 instances in this new target group. The
company should update the ALB listener rule to use weighted target groups. The company
should configure ALB target group stickiness. This solution will meet the requirements
because weighted target groups are a feature that enables you to distribute traffic across
multiple target groups using a single listener rule. You can specify a weight for each target
group, which determines the percentage of requests that are routed to that target group. For
example, if you specify two target groups, each with a weight of 10, each target group
receives half the requests1. By creating a second target group and deploying the new logic to
EC2 instances in this new target group, the company can have two versions of its business
logic running in parallel. By updating the ALB listener rule to use weighted target groups, the
company can control how much traffic is sent to each version. By configuring ALB target
group stickiness, the company can ensure that a customer uses the same version of the
business logic during the testing window. Target group stickiness is a feature that enables
you to bind a user's session to a specific target within a target group for the duration of the
session2.

The other options are not correct because:

Creating a second ALB and deploying the new logic to a set of EC2 instances in a new Auto
Scaling group would not be as cost-effective or simple as using weighted target groups. A
second ALB would incur additional charges and require more configuration and
management. Updating the Route 53 record to use weighted routing would not ensure that a
customer uses the same version of the business logic during the testing window, as DNS
caching could affect how requests are routed.

Creating a new launch configuration for the Auto Scaling group and replacing it on the Auto
Scaling group would not allow for gradual traffic shifting between versions. A launch
configuration is a template that an Auto Scaling group uses to launch EC2 instances. You
can specify information such as the AMI ID, instance type, key pair, security groups, and
block device mapping for your instances3.

However, replacing the launch configuration on an Auto Scaling group would affect all
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instances in that group, not just 10% of customers.

Creating a second Auto Scaling group and changing the ALB routing algorithm to least
outstanding requests (LOR) would not allow for controlled traffic shifting between versions. A
second Auto Scaling group would require more configuration and management. The LOR
routing algorithm is a feature that enables you to route traffic based on how quickly targets
respond to requests. The load balancer selects a target from the target group with the fewest
outstanding requests4. However, this algorithm does not take into account customer
sessions or weights.

References:
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-
listeners.html#listener-
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/sticky-sessions.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/LaunchConfiguration.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-target-
groups.html#rou

QUESTION NO: 17
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Explanation:

The company should use AWS Amplify to create a static website for uploads of media files.
The company should use Amplify Hosting to serve the website through Amazon CloudFront.
The company should use Amazon S3 to store the uploaded media files. The company should
use Amazon Cognito to authenticate users.

This solution will meet the requirements with the least operational overhead because AWS
Amplify is a complete solution that lets frontend web and mobile developers easily build, ship,
and host full-stack applications on AWS, with the flexibility to leverage the breadth of AWS
services as use cases evolve. No cloud expertise needed1. By using AWS Amplify, the
company can refactor the application to a serverless architecture that reduces operational
complexity and costs. AWS Amplify offers the following features and benefits:

Amplify Studio: A visual interface that enables you to build and deploy a full-stack app
quickly, including frontend Ul and backend.

Amplify CLI: A local toolchain that enables you to configure and manage an app backend
with just a few commands.

Amplify Libraries: Open-source client libraries that enable you to build cloud-powered mobile
and web apps.

Amplify Ul Components: Open-source design system with cloud-connected components for
building feature-rich apps fast.

Amplify Hosting: Fully managed CI/CD and hosting for fast, secure, and reliable static and
server-side rendered apps.

By using AWS Amplify to create a static website for uploads of media files, the company can
leverage Amplify Studio to visually build a pixel-perfect Ul and connect it to a cloud backend
in clicks. By using Amplify Hosting to serve the website through Amazon CloudFront, the
company can easily deploy its web app or website to the fast, secure, and reliable AWS
content delivery network (CDN), with hundreds of points of presence globally. By using
Amazon S3 to store the uploaded media files, the company can benefit from a highly
scalable, durable, and cost-effective object storage service that can handle any amount of
data2. By using Amazon Cognito to authenticate users, the company can add user sign-up,
sign-in, and access control to its web app with a fully managed service that scales to support
millions of users3.

The other options are not correct because:

Using AWS Application Migration Service to migrate the application server to Amazon EC2
instances would not refactor the application or accelerate development. AWS Application
Migration Service (AWS MGN) is a service that enables you to migrate physical servers,
virtual machines (VMs), or cloud servers from any source infrastructure to AWS without
requiring agents or specialized tools. However, this would not address the challenges of
overutilization and data uploads failures. It would also not reduce operational overhead or
costs compared to a serverless architecture.

Creating a static website for uploads of media files and using AWS AppSync to create an API
would not be as simple or fast as using AWS Amplify. AWS AppSync is a service that
enables you to create flexible APIs for securely accessing, manipulating, and combining data
from one or more data sources.

However, this would require more configuration and management than using Amplify Studio
and Amplify Hosting. It would also not provide authentication features like Amazon Cognito.
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Setting up AWS |IAM Identity Center (AWS Single Sign-On) to give users the ability to sign in
to the application would not be as suitable as using Amazon Cognito. AWS Single Sign-On
(AWS SSO) is a service that enables you to centrally manage SSO access and user
permissions across multiple AWS accounts and business applications. However, this service
is designed for enterprise customers who need to manage access for employees or partners
across multiple resources. It is not intended for authenticating end users of web or mobile
apps.

References:

https://aws.amazon.com/amplify/

https://aws.amazon.com/s3/

https://aws.amazon.com/cognito/

https://aws.amazon.com/mgn/

https://aws.amazon.com/appsync/

https://aws.amazon.com/single-sign-on/
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A. AIAIE! Lambda &f = Tl B4 = =M gfLict SLATEST HEX S A& 3tod
o|0|X| M2l o7& EHAEFLICE

B. O|0|X| M2| Oh7iEd4E X% & Amazon DynamoDB Ef|0|E& A4d&FL|Ct. DynamoDB
E0|Z0ilA o|0|X| M| of7HH+E HMSF == Lambda & +HELICH

C. Lambda & == LHolM O|O|X| ME| Oi7iH~E =7 2t #F H+E AR LICH
At M D7 ~E AOO|ESHEH M 7|5 HTE HIAIRLICH

D. Lambda & &S HEEfLICH &+ EE ARNS ALEstE 5 20| E

ofZ (A0l - LICH.

Z|AIM HIAEE 2tE5tH & o M HHE 7IEI7|= 5 Lambda HEE AT & LICH
Answer: D

Explanation:

A Lambda function alias allows you to point to a specific version of a function and also can be
updated to point to a new version of the function without modifying the client application. This
way, the company can test different versions of the function with different environment
variables and, once the optimal parameters are found, update the alias to point to the new
version, without the need to update the client application.

By using this approach, the company can simplify the process of updating the environment
variables, minimize disruption to users, and reduce the operational overhead.
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Reference:

AWS Lambda documentation: https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/lambda/latest/dg/aliases-intro.html AWS Lambda versioning

AWS Lambda Aliases documentation

and aliases documentation
https://aws.amazon.com/blogs/compute/versioning-aliases-in-aws-lambda/
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Answer: C
QUESTION NO: 20
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Answer: C
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B. EH|AE 232 @8t B VPCE T LICH Transit Gateway 122 & &2 2t B #HE
Z &Lt AWS CloudFormation2 AF&5t0] 2 E E|IAE 32 VPCO| BiZ &Lt

C. HIAEE 2|3 AWS Organizations0il Ml OUE MAMgrL|Ct VPC, E 3t L
& HO|ES o] 2 U #tEd gt g F40| Z & El AWS CloudFormation &
MAMgFLICt o] IZR 2 Z & 5= CloudFormation ABH MEE MM§HLICH EAE 01.101M
Zt 7| =oi| Ui = 512424 CloudFormation StackSetsE AF2SHA|2. Z EIAE &304 CHAH AH
AHEE BHELICH

D. H|AE &3 EC2 QIAEAE Docker O|0|X|2 B42tEFLICH AWS CloudFormation2

AFE 3104 Al VPCOI| A Amazon Elastic Kubernetes Service(Amazon EKS) E2AEE
Tdst 1, & HOIES o] A2 ddst, 2 EteE T2 dEELICH Kubernetes&
ArE5tod HAE BEo| Hix & & F7|E ZElstM L.

Answer: B

Explanation: This option allows the company to use a single VPC to host multiple test
environments that are isolated from each other by using different subnets and security
groups1. By including a transit gateway attachment and related routing configurations, the
company can enable the test environments to communicate with the central server in the on-
premises data center through a VPN connection2. By using AWS CloudFormation to deploy
all test environments into the VPC, the company can automate the creation and deletion of
test environments without any manual intervention3. This option also minimizes the
operational overhead by reducing the number of VPCs, accounts, and resources that need to
be managed.

References:

Working with VPCs and subnets

Working with transit gateways

Working with AWS CloudFormation stacks
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B. &4 HAHO|M Lambda &4 HE I{7|X|& Ct2 2= 8fLICt HHAE THZ[X[E AIS st Ty
A0l M M Lambda &2 44 LICH. AWS Resource Access Manager(AWS RAM)E
A& 3104 Aurora DB EHAEE e HHEot SRELICH CH4 AHZof| Aurora DB EEHAEHE
SME = A= HEtE Fo{FrLCh

C. AWS Resource Access Manager(AWS RAM)E A& 504 CHA HH 1 Lambda &+ 2
Aurora DB E{AEE S| LICI CHA 7|20l Aurora DB 22AEE SAE = Ue
Hehg FodgfLch.

D. AWS Resource Access Manager(AWS RAM)E AFE 35104 CHAM A& T} Lambda &+ &
23 &Lct XIS 3HE Aurora DB 2E{AE A AFS CHA A& 2R LICH

Answer: C

Explanation:

This solution uses a combination of AWS Resource Access Manager (RAM) and automated
backups to migrate the Lambda functions and the Aurora database to the Target account
while minimizing downtime. In this solution, the Lambda function deployment package is
downloaded from the Source account and used to create new Lambda functions in the Target
account. The Aurora DB cluster is shared with the Target account using AWS RAM and the
Target account is granted permission to clone the Aurora DB cluster, allowing for a new copy
of the Aurora database to be created in the Target account. This approach allows for the data
to be migrated to the Target account while minimizing downtime, as the Target account can
use the cloned Aurora database while the original Aurora database continues to be used in
the Source account.
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Answer: B

QUESTION NO: 24
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A. Aurora MySQL DB EHAEO| CtE 2™ F7¢

B. Aurora MySQL DB ZAE{2| ZF E{|0|E0i CIE 2™ F7}

C. DynamoDB E{|0|& ! Aurora MySQL DB Z2{AE{0] CiEt of 2 El Wit 2T el M-

D. 740l C+E 2|ME %7}5t04 7|Z DynamoDB Ef0[2 & T Elo|g 2 gt

E. Amazon Route 53 O ZZ|7{0|MH 57 ZHEEHE AI&35t0{ EZ 2|22 O|0|E{H|0]|A
Ml =57 ASE

Answer: AD

Explanation:

The company should use Amazon Aurora global database and Amazon DynamoDB global
table to deploy the data tier components across two Regions. Amazon Aurora global
database is a feature that allows a single Aurora database to span multiple AWS Regions,
enabling low-latency global reads and fast recovery from Region-wide outages1. Amazon
DynamoDB global table is a feature that allows a single DynamoDB table to span multiple
AWS Regions, enabling low-latency global reads and writes and fast recovery from Region-
wide outages?2.

References:

https://aws.amazon.com/rds/aurora/global-database/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables_HowltW
orks.html

https://aws.amazon.com/route53/application-recovery-controller/
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ClO|E{H|O| A& Aurora HE| OtAE DB 22{AEZE OtO|Z12l|0|MELICH QUAEIA HoF
ZS FOiSHMI2.
C. G|O|E{H|O|A & Aurora 2 2 Cl|O|E{H|0|AZ Oto|zi| 0|4 g LICH Compute Savings
Plan & RDS of|2f QIARAE FOISHMIR.
D. G| O|E{tH|O| A& Aurora Serverless v1Z 0+O|120|M&LICt. Compute Savings Plan2
TOHSHMI .
Answer: D

QIAEAE FOHSIMIL.
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QIE{BIO|AE Tt= 1 S 7Ol 714 QIE{H|O|AE Direct Connect HO|E 0|0 @dZ2&FL|LC}.
Direct Connect H|O|E{{|0|& B VPCO| @4Z% LIt

B. 7I& 712l 7t4 QIE{HO|AE RXIELICH T #M] Direct Connect 214 BHELICH M
QIZoI A A T2to|S! 7h4 QIEITO|AE A4d5tm Af ol JH4 elEfH o|AE EH
VPCOi| dZ@grLCt,

C. 7|&E el 7t QIE{H0|AE R X[ELICH 5 B Direct Connect AZ2E BHELICH M
AZoM M HEE] 7He QIEH0|AE ddstn M HEE| 7ty QIE{H 0|AE B VPCO|
AggrLct.

D. 21& HO|ES|O0|E MSELICH 7|1E HZ0M Z|&E Z2to|8! 714 QIE{Ho|AE
APAEFLICEH.

5 B Direct Connect 12E BHELICH 2t AZo M M Z2t0|8! 7H4 QIE{m|o|AE BtE D
= zztolgl 7HA CIE{HO|AE T& Ho|EQ|olof AAELICH Transit GatewayES T
VPCt A& LIC.

Answer: A

Explanation:

A Direct Connect gateway is a globally available resource. You can create the Direct Connect
gateway in any Region and access it from all other Regions. The following describe
scenarios where you can use a Direct Connect gateway.
https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-gateways-
intro.html
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Answer: B

Explanation:
https://aws.amazon.com/getting-started/hands-on/move-to-managed/migrate-mongodb-to-
documentdb/
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QUESTION NO: 28
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Aol EgLICH

Answer: B

Explanation: This option allows the solutions architect to use a private hosted zone to host
DNS records that are only accessible within the VPC1. By associating the private hosted
zone with the VPC, the solutions architect can ensure that DNS queries from the VPC are
routed to the private hosted zone2. By activating the enableDnsSupport attribute and the
enableDnsHostnames attribute for the VPC, the solutions architect can enable DNS
resolution and hostname assignment for instances in the VPC3. By creating a new VPC
DHCP options set, and configuring domain-name-servers=AmazonProvidedDNS, the
solutions architect can use Amazon-provided DNS servers to resolve DNS queries from
instances in the VPC4. By associating the new DHCP options set with the VPC, the solutions
architect can apply the DNS settings to all instances in the VPC5.

References:

What is Amazon Route 53 Resolver?

Associating a private hosted zone with your VPC

Using DNS with your VPC

DHCP options sets

Modifying your DHCP options

QUESTION NO: 29
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Answer: C

QUESTION NO: 30
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Answer: CDE

Explanation:

Migrate the database to Amazon Aurora MySQL. - Create an Amazon Aurora Replica. - Us

e RDS Proxy in front of the database. - These options are correct because they address the
requirement of reducing the failover time to less than 20 seconds. Migrating to Amazon
Aurora MySQL and creating an Aurora replica can reduce the failover time to less than 20
seconds. Aurora has a built-in, fault-tolerant storage system that can automatically detect and
repair failures. Additionally, Aurora has a feature called "Aurora Global Database" which
allows you to create read-only replicas across multiple AWS regions which can further help to
reduce the failover time. Creating an Aurora replica can also help to reduce the failover time
as it can take over as the primary DB instance in case of a failure. Using RDS proxy can also
help to reduce the failover time as it can route the queries to the healthy DB instance, it also
helps to balance the load across multiple DB instances.

QUESTION NO: 31
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Answer: A

Explanation:

The correct solution is to use the authenticate-oidc action for the ALB listener rule and
configure it with the details of the AWS Directory Service for Microsoft Active Directory
directory. This way, the ALB can use OpenID Connect (OIDC) to authenticate users against
the directory and grant them access to the intranet web application. The app client in the
directory is used to register the ALB as an OIDC client and provide the necessary credentials
and endpoints. The callback URL is the URL that the ALB redirects the user to after a
successful authentication. This solution does not require any additional services or roles, and
it leverages the existing directory accounts for all users.

The other solutions are incorrect because they either use the wrong action for the ALB
listener rule, or they involve unnecessary or incompatible services or roles. For example:
Solution B is incorrect because it uses Amazon Cognito user pool, which is a separate user
directory service that does not integrate with AWS Directory Service for Microsoft Active
Directory. To use this solution, the company would have to migrate or synchronize their users
from the directory to the user pool, which is not required by the question. Moreover, the
authenticate-cognito action for the ALB listener rule only works with Amazon Cognito user
pools, not with federated identity providers (IdPs) that have metadata from the directory.
Solution C is incorrect because it uses IAM as an identity provider (IdP), which is not
compatible with AWS Directory Service for Microsoft Active Directory. IAM can only be used
as an IdP for web identity federation, which allows users to sign in with social media or other
third-party IdPs, not with Active Directory. Moreover, the authenticate-oidc action for the ALB
listener rule requires an OIDC IdP, not a SAML 2.0 federation IdP, which is what IAM
provides.

Solution D is incorrect because it uses AWS IAM Identity Center (AWS Single Sign-On),
which is a service that simplifies the management of SSO access to multiple AWS accounts
and business applications. This service is not needed for the scenario in the question, which
only involves a single intranet web application. Moreover, the authenticate-cognito action for
the ALB listener rule does not work with external IdPs that use SAML, such as AWS |IAM
Identity Center.

References:

Authenticate users using an Application Load Balancer

What is AWS Directory Service for Microsoft Active Directory?
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Using OpenlD Connect for user authentication

QUESTION NO: 32
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Answer: B E

Explanation: The awsvpc network mode provides each task with its own elastic network
interface (ENI) and a primary private IP address1. By using this network mode, the solutions
architect can isolate the tasks from each other and apply security groups to the tasks
directly2. This way, the solutions architect can control the inbound and outbound traffic at the
task level and enforce the least privilege principle3. IAM roles for tasks allow the solutions
architect to assign permissions to each task separately, so that they can access other AWS
resources that they need4. By using IAM roles for tasks, the solutions architect can avoid
passing IAM credentials into the container at launch time, which is less secure and more
prone to errors5.

References:

awsvpc network mode

Task networking with the awsvpc network mode

Security groups for your VPC

IAM roles for tasks

Best practices for managing AWS access keys
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Answer: B

Explanation:

Using AWS loT Core to receive the vehicle data will enable connecting the smart vehicles to
the cloud using the MQTT protocol1. AWS loT Core is a platform that enables you to connect
devices to AWS Services and other devices, secure data and interactions, process and act
upon device data, and enable applications to interact with devices even when they are
offline2. Configuring rules to route data to an Amazon Kinesis Data Firehose delivery stream
that stores the data in Amazon S3 will enable processing and storing the vehicle data in a
scalable and reliable way3. Amazon Kinesis Data Firehose is a fully managed service that
delivers real-time streaming data to destinations such as Amazon S3. Creating an Amazon
Kinesis Data Analytics application that reads from the delivery stream to detect anomalies will
enable analyzing the vehicle data using SQL queries or Apache Flink applications. Amazon
Kinesis Data Analytics is a fully managed service that enables you to process and analyze
streaming data using SQL or Java.

QUESTION NO: 34
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Answer: ACE

Explanation:

Turning on S3 server-side encryption for the S3 bucket that the web application uses will
enable encrypting the data at rest using Amazon S3 managed keys (SSE-S3)1. Creating a
bucket policy that denies any unencrypted operations in the S3 bucket that the web
application uses will enable enforcing encryption for all requests to the bucket2. Configuring
redirection of HTTP requests to HTTPS requests in CloudFront will enable encrypting the

data in transit using SSL/TLS3.

QUESTION NO: 35
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